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1. Introduction

In CN4#6 some comments were given to N4-010027 on protocol selection for Cx interface, regarding capability negotiation and version handling in Diameter.

This contribution reflects the available information about both issues.Additionally, according to the 3GPP Work Plan, CN4 is expected to select the protocol(s) for the Cx interface before CN#11.

This contribution proposes to adopt the results of N4-010027 and N4-010141 in order to initiate the Stage 3 specification of the procedures over the Cx interface.

2. Capability negotiation in Diameter

Capability negotiation in Diameter is done by means of a message defined in the base protocol called Device-Reboot-Ind (DRI).

A Diameter device sends the Device-Reboot-Ind message (DRI), to inform a peer that a reboot has just occurred.

The DRI message is also used for capability negotiation, such as

· the supported protocol version number, and

· the locally supported extensions. 

The receiver uses the extensions advertised in order to determine whether it should send certain application-specific Diameter commands. A Diameter node must retain the supported extensions in order to ensure that unrecognized commands and/or AVPs are not sent to a peer.

Once the transport layer connection has been established, a Diameter entity must issue a DRI message, regardless of whether the peer was statically configured, or dynamically discovered.  Dynamic discovery of Diameter peers may be done by using Service Location Protocol (SLP), or through some other discovery mechanism.

If a peer is no longer reachable, a Diameter device should periodically attempt to establish a transport level connection with the peer and send a DRI message. This message does not require a reply. If a Diameter node receives a DRI message that results in an error, a Message-Reject-Ind message must be returned.

2.1 DRI message format

      <Device-Reboot-Ind> ::= <Diameter Header, Command-Code = 257>

                              <Host-Name AVP>

                              <Host-IP-Address AVP>

                              <Vendor-Name AVP>

                              <Extension-Id AVPs>

                              [<Firmware-Revision AVP>]

                              [<Timestamp AVP>

                               <Nonce AVP>

                               <Integrity-Check-Value AVP>]

· Vendor-Name AVP

The Vendor-Name AVP (AVP Code 266) is of type String and is used to inform a Diameter peer of the Vendor Name of the Diameter device. This may be used in order to know which vendor specific attributes may be sent to the peer. It is also envisioned that the combination of the Vendor-Name and the Firmware-Revision (section 2.6.2) AVPs MAY provide very useful debugging information.

· Firmware-Revision AVP

The Firmware-Revision AVP (AVP Code 267) is of type Integer32 and is used to inform a Diameter peer of the firmware revision of the issuing device. For devices that do not have a firmware revision (general-purpose computers running Diameter software modules, for instance), the revision of the Diameter software module may be reported instead.

· Extension-Id AVP

The Extension-Id AVP (AVP Code 258) is of type Integer32 and is used in order to identify a specific Diameter extension. This AVP is used in the Device-Reboot-Ind message in order to inform the peer what extensions are locally supported.

Each Diameter extension must have an IANA assigned extension Identifier (see section 8.3). The base protocol does not require an Extension-Id since its support is mandatory.

There may be more than one Extension-Id AVP within a Diameter Device-Reboot-Ind message. The following values are recognized:

      NASREQ              1 [2]
      Strong Security     2 [3]
      Resource Management 3 [4]
      Mobile-IP           4 [5]
      Accounting          5 [6]
· Host-IP-Address AVP

The Host-IP-Address AVP (AVP Code 4) is of type Address and is used to inform a Diameter peer of the sender's IP addresses.  All source addresses that a Diameter node expects to use with SCTP must be advertised in the Device-Reboot-Ind message by including a Host-IP-Address AVP for each address. This AVP must only be used in the Device-Reboot-Ind message.

3. Version handling in Diameter

The only version handling available in Diameter is a field in the header of the protocol that conveys the base protocol version.

Each extension to the base protocol must have an IANA assigned extension identifier. No support for version handling of extensions is provided. If new functionality were required later on that is not covered in an existing extension, the solution would be a new extension with a new set of command AVPs.

4. Protocol selection for the Cx interface

In CN4#6 the following functional division for the procedures involving the Cx interface was endorsed:

1. Location management procedures: registration and location retrieval.

2. User authentication procedures.

3. User data handling procedures: downloading of user information, updating of user data and recovery mechanisms.

In N4-010027 (Ericsson) a number of protocols were analysed against a set of requirements, and Diameter was chosen for the first two functional groups. This proposal was also in line with the conclusions in Tdoc N4-010141 from Motorola.

5. Proposal

It is proposed to adopt Diameter as the protocol used in the Cx interface for Location Management and User Authentication procedures, and to start immediately specifying the Stage 3 descriptions of such procedures in CN4.

The decision on a protocol for User Data Handling procedures is postponed until the contents of the user profile downloaded over the Cx interface are described in more detail.
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